
1 / 3

Sanctions & Embargoes  
and Your Transactions

(International) sanctions and embargoes, also known 
as restrictive measures, are legal measures imposed 
by public authorities against countries, individuals 
or entities aimed at protecting or restoring (inter)
national peace and security and/or – increasingly – to 
advance any other foreign policy objectives. 

Such restrictive measures consist primarily 
(though not exclusively) of:

	● financial restrictions against designated 
persons, including entities owned and/or 
controlled by such designated persons 
(e.g. asset freezes and prohibitions to 
make “funds” available to any such person)

	● trade restrictions in respect of specific 
countries or regions (e.g. import or export 
bans).

As a Belgian bank, Belfius is legally required to 
comply with applicable sanctions regulations to 
protect their clients and to ensure the integrity 
of the financial system. In that regard, Belfius 
also reminds their customers (and in particular 
their business customers) of their own due 
diligence obligations, especially when doing 
business with counterparties in countries/regions 
targeted by sanctions or vulnerable for sanctions 
circumvention.

In line with its commitment to its social 
responsibility, and to ensure comprehensive risk 
management and regulatory adherence, Belfius 
may in some instances apply stricter standards 
than required by law.

Controls on compliance with applicable financial 
sanctions and embargoes are carried out on the basis 
of the law of 18 September 2017 on the prevention 
of money laundering and terrorist financing. On the 
basis of this law, Belfius is required to adopt internal 
control measures in order to comply, among other 
things, with the mandatory provisions concerning 
applicable financial sanctions/embargoes. In this 
context, Belfius is required to exercise constant 
vigilance over its clients and their transactions.

To meet these obligations and objectives, 
Belfius applies, among other measures, two 
complementary types of controls:

	● Client Screening

	● Transaction Filtering

Which sanctions must 
Belfius comply with
In line with applicable legislation, Belfius 
complies with sanctions and embargoes 
imposed by:

	● the United Nations

	● the European Union  
(directly applicable in Belgium)

	● Belgium

Depending on the specific transaction (for 
example, due to currency, routing, or international 
counterparties) or client related elements 
(for example, due to nationality, residency or 
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international group structure), other international 
sanctions regimes (e.g. U.S. or U.K.) may also apply.

What is Client Screening?
Client Screening means that, in line with 
applicable legislation, Belfius regularly checks 
their clients and certain related parties against 
applicable sanctions lists. 

If a sanctions match is identified, the client 
relationship or certain services may be restricted 
or prohibited.

What is Transaction 
Filtering?
Transaction Filtering applies to individual 
transactions and focuses on the specific 
characteristics of a transaction. 

In line with legal obligations, this transaction 
screening must be:

	● performed before the transaction is 
executed/credited, 

	● based on all available information, and 

	● respected regardless of the nature, type 
or underlying amount of the transaction.

Why both controls are 
necessary
Client Screening and Transaction Filtering serve 
different but complementary purposes:

	● Client Screening addresses who Belfius 
does business with

	● Transaction Filtering addresses what 
Belfius processes and where it goes

A client may not be sanctioned, but a specific 
transaction may still be prohibited. Conversely, a 
transaction may appear acceptable but cannot 
be processed if the client or counterparty is 

subject to sanctions. Both controls are essential 
for Belfius to protect their clients and to ensure 
compliance with applicable legislation.

Why a transaction can be 
delayed? 
A transaction may be put on hold if:

	● A potential match with sanctions lists is 
detected during transaction filtering;

	● Provided information is incomplete, in-
consistent, or unclear;

	● Additional checks are required due to 
high-risk factors.

A transaction put on hold does not automatically 
mean it will ultimately be refused; it means the 
transaction must be assessed further to protect 
the clients and to ensure compliance with 
applicable legislation and internal policy.

Preventing circumvention 
of sanctions
Sanctions regulations also prohibit the 
circumvention of the applicable restrictions. 
This includes transactions structured in a 
certain way to conceal the true beneficiary, 
destination, origin or economic purpose. Where 
circumvention indicators are present, enhanced 
checks or refusal may be required to protect the 
clients and to comply with applicable regulations.

Information and documents 
Belfius may request
To assess compliance and protect the clients, 
Belfius may ask you to provide:

	● identification details of involved persons1 ;

	● clarification of the purpose of the 
transaction;



3 / 3

1 In accordance with Article 6, §1, c) and e) of the GDPR Ordinance, the processing of personal data is lawful (1) if the 

processing is necessary for compliance with a legal obligation to which the controller (in this case, Belfius) is subject or 

(2) if the processing is necessary for the performance of a task carried out in the public interest or in the exercise of official 

authority vested in the controller (in this case, Belfius). Article 64 of the aforementioned law of 18 September 2017 stipulates 

in this respect that the processing of personal data by Belfius as a result of these controls is necessary for the performance 

of a task carried out in the public interest within the meaning of Article 6, §1, e) of the GDPR Ordinance, as well as justified 

and necessary for compliance with the legal obligations to which Belfius is subject under this law. Due to the controls on 

compliance with applicable financial sanctions and embargoes, Belfius may process personal data in the public interest and 

in accordance with its obligations under the aforementioned law of 18 September 2017.

	● underlying documentation (invoices, 
contracts, or shipping documents);

	● information on the ultimate beneficiary 
or end-user;

	● clarification on intermediaries or 
transaction routing.

Incomplete information may result in delays or 
refusal to execute the transaction. 

Possible outcomes
After review:

	● the transaction is executed

	● the transaction is delayed pending 
additional information

	● the transaction is refused

	● funds are blocked or frozen, only where 
required by law, to protect the clients and 
to comply with regulations

Contacts
If your transaction is blocked or delayed, please 
reach out to your Belfius contactperson. Contact 
us with the reference of the transaction. 

Specific Country 
Restrictions
In light of Belfius’ internal compliance policy 
regarding applicable Sanctions & Embargo 
programs and taking into account the current 
geopolitical situation, specific restrictions may 
apply in relation to countries/regions targeted 
by sanctions or countries/regions vulnerable 
for sanctions evasion. In general, Belfius will not 
engage in any direct or indirect commercial 
transaction connected to: 

	● Russia

	● Iran

	● Syria

	● North-Korea

	● Crimea, Sevastopol and the non-govern-
ment controlled areas of the Donetsk, 
Kherson, Luhansk and Zaporizhzhia 

In line with applicable (and quickly evolving) 
legislation, broad restrictions also apply 
to private transactions connected to the 
above-mentioned countries. 

Belfius reserves the right to amend, at any point in 
time and at its sole discretion, the aforementioned 
list of countries and regions.
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